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Pl ng I D I nSta I Iatlon PinglD is used for multi-factor authentication at Novant Health.
° ° PinglD will be a required application through September 2025.
and Registration

Steps
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Remote Access Instructions | IT Digital Products & Services

PingID Installation and Registration Steps

1. On your phone search
PingID in App Store or

I“Sta" App on Google Play store (it will be

the first app available)

phone |88 Bromapad | | B i

If you do not have an iOS or
Android device call the
DPS Service Desk at
866-9-NOVANT
(1-866-966-8268)
for assistance

2. Install & Open PingID
App|

PinglD

oW

3. Read & click Accept for
Terms of Service
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Remote Access Instructions | IT Digital Products & Services

PingID Installation and Registration Steps

4. Click | Understand indicating
you will allow push notifications,
camera and location for set up

Important

T

By authonticato with PinglD. you

5. Click Allow Notifications

**message varies by device

“PinglD" Would Like to Send
You Notifications

Notifications may inciude alarns,
sounds, and icon badges These can
bo configured in Sattings.

Allow

Don't Allow “

6. Click Allow for camera

access *if requested*
**message varies by device

“Ping|D" Would Like to
Access the Camera
Camera is used for QR scanning

Dan't Allaw OK

¥

If you do not allow you will
be required to enter the 15
character pairing key later

7. App Install Complete!

Proceed to step 8 from
your desktop/laptop to
finish registration
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PingID Installation and Registration Steps

8. Click the link below to access
the PingID Registration page.

Register from

your PinglID Registration Link

(Ctrl + Click to follow link)

Desktop/Laptop

A Do not close the browser until
registration is complete.

You CANNOT register from
your mobile device

9. Sign in with your CorplD,
click Sign On and then click
Start.
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Sign in
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PingID Registration

Novant Health is making your account more secure.

ccccccccccccccccccc

10. Scan QR Code onyour
screen using your phone

Finish Pairing Pingff}

Tio oormpnt T DaTing [eooeses. semply open i PingiDl s
N i o dieeicn el s e Ioliowing OF coos W
S Al ALy Do ol St uiang B fdering ey

Sample Only

PG My
TERISITETAD

= TP Use Computer

If your camera is not

enabled or will not scan the
QR code enter the 15
character pairing key
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https://federate.novanthealth.org/idp/startSSO.ping?PartnerSpId=PingIDReg
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PingID Installation and Registration Steps

11. Click allow for location 12. Enter nickname (e.g. 13. On your phone swipe 14. You have successfully

**message varies by device first name), click Done then | up when prompted registered for PingID! Be
wait for next prompt on the lookout for go-live

dates in future

Allow “PingID" to access your
location while you are using
the app?

Location ensures maximum
authentication security

Don't Allow Allaw communications!

Location will only be used to

reduce authentication frequency If you denied notifications you will

If you denied notifications enter not see this on your phone but you
the 6 digit code from your phone are still registered if you see the

SUCCESS messaie on iﬂur PC.

Close the PingID app and
browser.

e Ifyou have any issues registering, please call the service desk at 1-866-966-8268.
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M icrOSOft Microsoft Authenticator is used for multi-factor authentication at

Novant Health.

Authenticator
Registration
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Microsoft Authenticator - App Installation

Step 1: Open the App Store (iPhone) or Google Play

Store (Android) on your mobile device. Step 5a: Tap | agree to accept terms, if prompted.

Step 2: Search for "Microsoft Authenticator." Step 5b: Tap Allow to “Authenticator” Would Like to Access the
Camera,” if prompted.

CORRECT APP INCORRECT APP

1n:48 4 e 1 microsoft authenticator @ Cancel

1 microsoft authenticator © Cangfl o Authenticator App ®
L & &
Microsoft Authenticat...

e y OPEN e
122 8 23 5 Protect you Access 1000+
Accounts Apos

“Authenticator” Would Like to
Access the Camera
May be needed to scan QR code to

add a new account

Your privacy matters

Step 3: Tap Install (Android) or Get (iPhone). o
X . We collect required diagnostics
Step 4: Once installed, open the Microsoft to keep the app secured and
Authenticator a pp. updated. This does not |rA1(?|ude
your name or any sensitive
data.

You can also opt in anytime

from app settings to share

usage data that will help us
improve Authenticator.

| agree

Privacy statement
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Microsoft Authenticator - App Installation

Step 6: Tap Accept to “Microsoft
respects your privacy.”

Step 7: Tap Continue to “Help us
improve Microsoft Authenticator.”

Step 8: Tap Skip on
“Secure Your Digital Life.”

Step 9: Tap OK on “App lock
enabled,” if prompted.
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Mo 5IM 12:10 2
Mo SIM T 12:10 oa osME # 208
Authenticator
Skip Microsoft Entra ID 3
Ipsherrill@novanthealth.org
~
9
Help us improve Microsoft | App lock enabled
. . Authenticator P . To better
protect
Microsoft respects your privacy Secure Your Dlg'tal Life Authenticator, we've enabled
By allowi to collect additional M Jock byt el To
‘We collect required diagnostic data to keep v allowing us to collect additional non off, go to the app settings.
[ personal data, you can help us improve the
the app secure and updated. This does not persel YOU AN NER LS fTprov o
include any personal data. pp.
You can turn this on or off at any time in the
Settings page
& Sign in with Microsoft
Help improve the app by sharing your
app usage data = Fmatione
Accept account,
° Continue Restore your
Begin recovery
Microsoft Priva Staternent
Heroen Ay e aman Microsoft Privacy Statement [, ﬁ @
Mothasticate  Paaswords Ketaranses Veattad 108
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Microsoft Authenticator - App Installation

Step 10: Choose Allow or Don't Allow to the following:
* (1) "Authenticator” Would Like to Send You Notifications
* (2) “Do you want to allow “Authenticator” to use Face ID?"

Note: Either response is your preference and will not affect the functionality of the
Microsoft Authenticator installation.

“Authenticator” Would
Like to Send You
Motifications

Do you want to allow
“Authenticator” to use
Face ID?

Notifications may include
alerts, sounds, and icon
badges. These can be
configured in Settings.

Face ID will be used to
authenticate your identity
with Microsoft services.

Step 11: You have successfully installed the Microsoft Authenticator application! Your next step is to
register your Microsoft account.
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Microsoft Authenticator - Account Registration

Note: These instructions are for registering an account OFF the Novant Health network. If you are on the Novant Health network, follow these
instructions to the Ping to Microsoft Authenticator Transition resource page.

Step 1: Go to the Microsoft login page at Step 2: Enter your Novant Health Step 3: Enter your Novant Health
https://myaccount.microsoft.com email address and click “Next.” password and click “Sign in.”

B2 Microsoft B2 Microsoft

m HEALTH
Sign in igni
E Slgn n < |bsherrill@novanthealth.org
mail or phone

Ibsherrill @novanthea [th.ord

Can't access your account?

Enter password

isidl

Forgot my password

Can't access your account?

Use your face, fingerprint, PIN, or security key instead

Q‘) Sign-in options

Q Sign-in options
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https://novanthealth.sharepoint.com/sites/DPS/SitePages/Ping-to-MS-Entra-Transition.aspx?source=SiteSettings

Remote Access Instructions | IT Digital Products & Services

Microsoft Authenticator - Account Registration

STEP 4: If you have already registered for Microsoft Authenticator, you
will receive an “Approve sign in request” window as shown below. Move
to Step 11 if you see the “Approve sign in request” window. If you do not
see “Approve sign in request window,"” proceed to Step 5.

msheml@novanthealihong

Approve sign in request

PRI BT ST

77

the latest version

Step 5: Select “Next” in the “More information required” window.

9 Open your Authenticator app. 4nd enter ke

Mo rumbsers in your spp? Make sure o upgrade 1o

Canced

H NOVANT
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Ibsherrill@novanthealth.org

your account secure

Use a different account

Learn more

More information required

Your organization needs more information to keep

§
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Step 6: Click “Next” in the “Start by getting the app’
window.

Microsoft Authenticator .

Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

= -

Step 7: Click “Next" in the “Set up your account”
window.

Microsoft Authenticator bes

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school”.

e | N

1
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Microsoft Authenticator - Account Registration

Step 8: The “Scan the QR
code” window will display on
your computer screen.

Microsoft Authenticator *

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QF code. choose “Next™,

Can't scan image?
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Step 9: Open the
Authenticator app on your
phone and tap “Add account.”

2:06

= Authenticator

Ready to add your
first account?

Any Microsoft account or other type of
account you add will appear here.

Add account

Already have a backup?
Restore your account.

Begin recovery

Authomticater  Pazswar de addraszos Verified D=

Step 10: Tap “Work or

school account.”

2:08 ol F .

< Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING?

W Personal account

u Werk or schaol account

Other (Gaogle, Faceback, ate.)

® when you are signed in with your personal account,

all stored passwords, addresses, and other autofill
info will be available on this device.

Step 11: Tap on “Scan QR

code.”

215 al F @

Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING?
[ 1|

Personal aceount >
0 T -
Other (Google, Facebock, ete.) »

Add work or school account

Signin

Scan QR code

113 \Whan umi ara clnnad in with vair narennal areming

Cancel
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Microsoft Authenticator - Account Registration

Step 12: Then with your phone, scan the QR code
displayed on your computer screen. (If your
Phone prompts you with “Authenticator’ Would
Like to Send Your Notifications,” then choose
“Allow.”) Once scanned, verify that your NH email
displays on your phone like below.

221

= Authenticator

i Novant Health, Inc
@novanthealth.org

‘‘‘‘‘‘‘‘‘‘‘‘‘‘
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Step 13: Click “Next" to the
“Scan the QR code” window
on your computer screen.

Microsoft Authenticator X

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR cede, choose "Next".

e | NEN

Step 14: You will see a “Let’s
try it out” window appear
along with a number on your
computer screen.

Microsoft Authenticator

Let's try it out

v

Back

Approve the notihication we're sending to your app by entenng the number sho

win below,
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Microsoft Authenticator - Account Registration

Step 15: On your mobile device, enter Step 16: You should receive the
the number that is displayed on your Notification approved message
computer screen and tap Yes. and click “Next.”

Microsoft Authenticator

Scan QR code

Matification approved

v

Step 17: The “Success!” window will display on
your computer screen. Then click “Done.”

Keep your account secure

Success!

Great job! You have successfully set up your security info, Choose “Done” to continue signing in.
Default sign-in method:

=
(&) Microsoft Authenticator

Step 18: Close out browser window on your computer and you have completed registration for Microsoft Authenticator.
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N etwork Access The Citrix (MyPortal) application is one of the remote access
° ° ° methods used by Novant Health.
via Citrix

(MyPortal)
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[ ] [ ] [ ] [ ] [ ]
Logging In via Citrix

* In the web browser address bar, type novanthealth.org.

» Scroll to the bottom of the page and select the For Team Members heading OR click the

View More... link at the bottom of the team member section.

+ Scroll to the MyPortal Login button and click to open.

H NOVANT

[ HEALTH Doctors Locations Services v For Patients v

@

BACK TO TOP Remote Access MyPortal Login
Find all instructions needed for Login to I-Connect & Outlook using
remote access. your MyPortal credentials.
Learn More > Login Now >

B NOVANT
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For Team Members

Benefits Enrollment
Continuing Medical Education
Remote Access

Thriving Together

View More...

Self Service

Login to Self Service (PeopleSoft)

Login Now >

APl Time & Staffing

AP| Workforce - Time & Attendance
and Staff Scheduling App sign in.

Sign In Now >
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[ ] [ ] [ ] ( ] [ ]
Logging In via Citrix

* Enter the Corp ID and Password and click Log On.

User name

+ A notification from PinglD (or Microsoft Authenticator) will be sent to E NOVANT
m HEALTH

Password :

the registered mobile device. Accept this notification.

» This will open the Citrix window.

* Note: Depending on the device used, the Citrix window may have

some visual differences.

Welcome

Favorites

e e % =

I-Connect itsdme User Portal Microsoft Teams Hyperspace PRD
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Citrix DaSh boa rd The Citrix Dashboard contains applications used by Novant Health.
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Citrix Dashboard: I-Connect

When Citrix opens, the dashboard will display.

Click I-Connect or use the search bar in the
upper right corner to locate.

B NOVANT
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Welcome

Favorites

I-Connect

itsdme User Portal

Microsoft Teams

g
'PRD

Hyperspace PRD




Remote Access Instructions | IT Digital Products & Services

I-Connect through Citrix

0 | [ Pages - Home x  +
C @ A Notsecure | iconnect.novanthealth.org/Pages/Home.aspx A S e Signin (@)

The Alert Line | Service Portal | DPS Service Desk | e-RL | Emergency Links

[-Connect will open in a separate tab.

I-Connect

About Novant Health  Corporate departments  Tools and services  News and videos  Clinics and facilities

Access Your Favorite Tools With 1
Click on Novant Health Connect!

™ In response to your feedback, we've added even more tools including Cigna,
Lippincott Procedures and Advisor, Service Now, chair yoga and more!

Work Resources

' . Pages - Home - Work ...

B NOVANT
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Citrix Dashboard: Outlook Web Mail (OWA)

When Citrix opens, the App dashboard will
display.

Click OWA Mail or use the search field in
the upper right corner to locate.

B NOVANT
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Apps
All (18) Favorites (4) Categories w
itsdme User Portal Microsoft Access Microsoft Excel
W W pA¢
= )
My Home Drive My Password OWA Mail Chrome

https://myportal.mynovant.org/Citrix/MyPortalStoreWeb/#

AN (=]
Il oo Q
HOME APPS

B B % &

Microsoft OneNote Microsoft Microsoft Teams Microsoft Word
Powerpoint

w

¢

Service Portal
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Outlook through Citrix

A new tab will open in a separate tab with steps
to log in using a Novant Health email address.

microsoftonline.com/common/oauth2/authorize?client_id=00000002-0000-0ff1-ce00-000000000000&redir ¥r [ &

Outlook F

microsoftonline.com/common/oauth2/authorizeZclient_id=00000002-0000-0ff1-ce00-0000000000008&sedir ¥y [ & } microsoftonline.com/login.srf

Outlook

2 % 0O &

B% Microsoft

B2 Microsoft
Sign in : thealth.

to cgn(mue(o Outlook Taking you to your @novanthealth.org
orgamzatlon'sglgn-ln page

Stay signed in?

Do this to reduce the number of times you are asked
No account? Create one! . to sign in.
c - e ance — X
Next

No Yes

= v izelclient i -0000-0ff1-ce00-000000000000&redirect_uri=https%3a%2fk2foutlook.office.com000000000008...
Sign in to Outlook - G. q Sign in to Outlook - G... q Sign in to Outlook - G...
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Contact the Support Desk
for assistance.
866-966-8268
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